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 A B S T R A C T

Vision-language pre-trained models (VLP) excel in processing both image and text data but are vulnerable to 
multi-modal adversarial examples. Notably, adversarial examples created for a specific model can deceive other 
models as well, a phenomenon known as adversarial transferability. This transferability presents a significant 
threat to practical applications, leading to increased interest in understanding and improving it. Recent works 
have indicated that leveraging data augmentation and image-text modal interactions can significantly enhance 
the transferability of adversarial examples for VLP models. However, these methods overlook the critical 
issue of finding the optimal alignment between data-augmented image-text pairs. This oversight generates 
adversarial examples overly customized to the source model, resulting in adversarial examples tailored to 
the source model and limiting their transferability. In this paper, we investigate the relationship between 
augmented image sets and their corresponding text sets, finding that augmented images align better with some 
texts and less with others. Based on this insight, we propose an Optimal Transport-based Adversarial Attack 
(OT-Attack), which formulates the features of image and text sets as two distinct distributions and employs 
optimal transport theory to determine the most efficient mapping between them, improving adversarial 
transferability. Extensive experiments across various network architectures and datasets demonstrate that the 
proposed method can effectively improve adversarial transferability and outperform state-of-the-art adversarial 
attack methods.
. Introduction

Vision-Language Pre-trained (VLP) models have shown outstand-
ng performance in various downstream tasks, including image-text 
atching [1], image captioning [2], visual question answering [3], and 
isual grounding [4]. As VLP models become foundational to modern 
ultimodal applications and are increasingly embedded in practical 
ystems, ensuring their robustness and security is critical—not only for 
eliable engineering performance, but also for broader societal impact.
Existing works have demonstrated that adversarial examples per-

urbed on white-box models remain effective on certain black-box 
odels [5]. It indicates that adversarial examples generated via a proxy 
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model can still mislead the prediction of black-box models due to 
their transferability [6,7]. An ideal attack scenario, in reality, is one 
where adversarial examples remain effective even in the absence of 
detailed knowledge about the model’s inner workings, such as its model 
architecture, weights, and gradients, etc.  In practice, the target VLP 
model is often only accessible via an API (black-box), so its parameters 
are unavailable. Meanwhile, attackers or auditors can usually train 
a functionally similar surrogate VLP model, generating adversarial 
examples on the surrogate and then transfer them to black-box targets. 
Moreover, improving adversarial transferability is practically important 
for (i) pre-deployment acceptance testing, (ii) third-party auditing and 
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Fig. 1. An image example from the Flickr30K dataset where different captions 
tend to focus on different image contents.

compliance, and (iii) reliable defense development, making adversar-
ial transferability particularly critical for VLP models in real-world 
multimodal systems. Consequently, understanding and enhancing the 
transferability of adversarial examples is particularly important for VLP 
models, given their widespread deployment in real-world multimodal 
systems and the prevalence of black-box access settings. 

Motivated by the practical significance of transfer-based adversarial 
attacks and adversarial transferability, in this paper, we primarily study 
the transferability of adversarial examples across VLP models. Zhang 
et al. propose Co-Attack [8], which combines modalities using image-
text pairs to improve transferability. And, Lu et al. develop the Set-level 
Guidance Attack (SGA) [9], advancing Co-Attack by employing data 
augmentation and multiple textual descriptions for set-level alignment 
and intermodal guidance to improve adversarial transferability. Fur-
ther, Gao et al. propose expanding the diversity of adversarial examples 
by introducing diversification in the overlap region of adversarial 
trajectories (DRA) [10], achieving state-of-the-art results in improving 
adversarial transferability for VLP. However, as illustrated in Fig.  1, 
different captions of the same image may focus on different contents. 
This implies that a particular caption might exhibit a high degree of 
relevance to a specific region of the image while demonstrating limited 
correlation with other regions. Thus, previous attack methods adopt 
a uniform standard to assess this relationship to generate adversarial 
examples, which is inadequate. The primary limitation lies in averaging 
the alignment between sets of captions and images, without considering 
the crucial correspondence between specific captions and their corre-
sponding image contents. This generalized matching strategy fails to 
ensure optimal alignment, especially after images have undergone data 
augmentation processes such as zooming, which can lead to significant 
misalignments with their captions. Specifically, as illustrated in Fig. 
2, different captions focus on different fine-grained regions of the 
image (e.g., ‘‘a man with glasses’’, ‘‘a man with earrings’’, ‘‘a man 
with an orange hat’’). After applying view augmentations (e.g., multi-
scale resizing), a specific augmented view may preserve some attributes 
more clearly, while altering other attributes (thus aligning weakly 
with captions referring to those regions). Consequently, this average 
alignment may reduce the efficacy of data augmentation and modality 
interactions for improving adversarial transferability.

To address this issue, in this paper, we incorporate the theory of 
optimal transport [11] into the image-text matching loss to generate 
multimodal adversarial examples. Specifically, we treat the feature sets 
of augmented images and texts as two distinct distributions and aim to 
establish the optimal transport scheme between them. The distinction 
between our method and DRA, along with a comparative overview 
of the results, is shown in Fig.  2. In detail, we integrate optimal 
transport theory to analyze data-augmented image sets and text sets as 
distinct distributions. This holistic consideration allows us to incorpo-
rate similarity into the cost matrix and calculate the optimal transport 
scheme. Consequently, we compute the total transfer cost between 
these distributions, guiding the generation of adversarial examples. Our 
2 
method achieves a more balanced matching relationship between the 
augmented image and text sets, leading to more effective alignment 
and improving the transferability of adversarial examples. Experiments 
conducted on various models including ALBEF [12], TCL [13], and 
CLIP [14], and utilizing well-known datasets like Flickr30K [15] and 
MSCOCO [16]. We also conduct a series of experiments on three 
vision-and-language downstream tasks: image-text retrieval (ITR), vi-
sual grounding (VG), and image captioning (IC). The experimental 
results indicate that our OT-Attack can significantly improve the trans-
ferability of multimodal adversarial examples, outperforming existing 
state-of-the-art attack methods. The key contributions of the work are 
summarized in three aspects:

• We propose OT-Attack that improves adversarial transferability of 
VLPs by ensuring a balanced match between image and text sets 
after data augmentation.

• We innovatively utilize Optimal Transport theory in boosting 
adversarial transferability in VLP models, promoting a more pro-
found and thorough alignment between data-augmented images 
and textual descriptions.

• Extensive experiments establish that our method generates adver-
sarial examples with superior transferability compared to existing 
state-of-the-art attack methods. Furthermore, our OT-Attack can 
successfully break current commercial models like GPT-4 and 
Bing Chat.

2. Background and related work

Vision-Language Pre-trained Models (VLP) are a pivotal technique 
in augmenting multimodal task performance, capitalizing on exten-
sive pretraining with image-to-text pairs. Traditionally, much of the 
research in this area has relied on pre-trained object detectors, using 
region features to create vision-language representations. However, the 
advent of Vision Transformer (ViT) [17,18] has instigated a method-
ological shift. Increasingly, studies advocate adopting ViT in image 
encoding, which involves an end-to-end process of transforming inputs 
into patches. VLP models can be broadly classified into fused and 
aligned VLP models. Fused VLP models, as exemplified by architectures 
like ALBEF [12] and TCL [13], utilize individual unimodal encoders for 
processing token and visual feature embeddings. These models then 
employ a multimodal encoder to amalgamate image and text embed-
dings, crafting comprehensive multimodal representations. Conversely, 
aligned VLP models use unimodal encoders to process image and text 
modality embeddings independently.
Vision-Language Tasks. Image-text retrieval (ITR) [1,19] is a task that 
retrieves relevant instances from a database using one modality (image 
or text) to query the other. It splits into image-to-text retrieval (TR) 
and text-to-image retrieval (IR). Models like ALBEF and TCL calculate 
semantic similarity scores between image-text pairs for initial ranking, 
then employ a multimodal encoder for final ranking. Conversely, mod-
els like CLIP [14] directly rank based on similarity in an unimodal 
embedding space, showcasing varied ITR methodologies. Image caption-
ing [2,20] generates textual captions for images and is crucial in VLP. 
This task requires converting visual content into coherent, contextually 
relevant text, which differs from image-text retrieval. Visual grounding.
Visual Grounding [4,21] entails identifying and locating objects in an 
image per language descriptions, requiring precise text mapping to 
visual elements.
Transferability of Adversarial Examples. Transfer-based evaluation 
has been widely adopted to probe robustness when only surrogate mod-
els are available [5–7]. In the vision domain, prior work improves trans-
ferability through diversity-enhancing objectives and augmentation-
based strategies, such as augmentation mixing and
patch-wise transformations (e.g., ADMIX [22], PAM [23]). For VLP 
models, recent studies explicitly leverage cross-modal interactions to 
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Fig. 2. Comparative analysis of Diversification Region Attack (DRA) methods and their ITR attack success rates. (a) illustrates the conventional DRA approach 
where image and text sets are averaged to establish pair-wise matches. (b) demonstrates OT-Attack, where images are matched to texts based on optimal transport 
theory to enhance matching accuracy. (c) indicates the attack success rates for our OT-Attack versus traditional DRA, with ALBEF serving as the source and TCL, 
CLIPViT, and CLIPCNN serving as the target. The bar charts show that our adversarial examples outperform DRA in all metrics.
strengthen multimodal transferability. Co-Attack integrates unimodal 
adversarial signals from both image and text modalities to encourage 
cross-model transfer [8,24,25]. Building on this, SGA [9] performs set-
level guidance by expanding a single image–text pair into augmented 
image sets and multiple textual descriptions, improving adversarial 
diversity and inter-modal guidance. More recently, DRA [10] and SA-
AET [26] introduce trajectory-based diversification by encouraging 
diversity in overlapping regions of adversarial optimization paths, 
achieving strong transferability in VLP settings. Despite this progress, 
many set-based methods implicitly rely on uniform aggregation across 
augmented views and captions, which may under-emphasize fine-
grained correspondences between specific textual descriptions and the 
most relevant image regions.
Optimal Transport. Optimal Transport (OT), a concept first introduced 
by Monge [11], its unique ability to match distributions leads to its 
widespread application in various theoretical and practical areas. OT 
provides a principled framework for matching two empirical distribu-
tions under a specified cost, and has been used broadly in distribution 
alignment problems across vision and language [27,28]. Compared 
with uniform averaging matching, OT explicitly optimizes a transport 
plan that captures structured correspondences between elements from 
two sets, making it well-suited for modeling set-to-set relationships 
(e.g., between augmented image features and multiple textual descrip-
tions). Entropy-regularized OT [29] further improves scalability and 
differentiability, which facilitates its integration into modern learning 
and optimization pipelines.

3. The proposed method

3.1. Threat model

The adversarial attack methods can be divided into two scenarios: 
the white-box attack scenario and black-box attack scenario. In the 
white-box attack scenario, the adversary has complete access to the 
model’s architecture, parameters, and gradients, which allows for direct 
optimization to generate adversarial examples. While in the black-box 
attack scenario, the adversary can only access the model’s outputs or 
behavior. This work focuses on generating adversarial examples in the 
white-box scenario and leveraging these examples to attack other mod-
els in the black-box scenario. This approach is aimed at evaluating the 
transferability of adversarial examples and the effectiveness of attack 
strategies. A well-designed loss function  in the white-box setting 
plays a critical role in generating high-quality adversarial examples. In 
this regard, the proposed method explores the integration of optimal 
transport loss into adversarial attacks, which will be discussed in detail 
in the following sections.  Given the input image 𝐈 and the input text 
𝐓, the adversary seeks to maximize a loss function  on the VLP model 
𝑓 (⋅) under a constraint: 
𝐈𝑎𝑑𝑣, 𝐓𝑎𝑑𝑣 = argmax 

(

𝑓
(

𝐈𝑎𝑑𝑣, 𝐓𝑎𝑑𝑣
))

,
[ ] [ ] (1)
subject to 𝐈adv ∈ B 𝐈, 𝜖𝑣 ,𝐓adv ∈ B 𝐓, 𝜖𝑡 ,

3 
where 𝐈𝑎𝑑𝑣 and 𝐓𝑎𝑑𝑣 represent the adversarial image and text input, 
respectively. B[𝐈, 𝜖𝑣] represents the searching spaces for optimizing ad-
versarial image, and 𝜖𝑣 represents the maximum range that input image 
can be modified. B[𝐓, 𝜖𝑡] represents the searching spaces for optimizing 
adversarial text, and 𝜖𝑡 represents the maximum range that input text 
can be modified. We use the same text attack method following [9]. 
The adversarial text can be formulated as: 

𝐓𝑎𝑑𝑣 = argmax
⎛

⎜

⎜

⎝

−
𝑓txt(𝐓𝑎𝑑𝑣)⊤ 𝑓img(𝐈𝑎𝑑𝑣)

‖

‖

𝑓txt(𝐓𝑎𝑑𝑣)‖‖
‖

‖

‖

𝑓img(𝐈𝑎𝑑𝑣)
‖

‖

‖

⎞

⎟

⎟

⎠

, (2)

where 𝐓𝑎𝑑𝑣 ∈ B[𝐓, 𝜖𝑡]. For adversarial image generation, we adopt the 
proposed optimal transport loss to generate adversarial examples. 

3.2. The proposed method

3.2.1. Symbol conventions
In this section, we describe the sources of image and text features 

utilized in our framework, followed by a discussion on how traditional 
attack methods define the loss function . Given an original set of 
images 𝐈 and a set of image enhancement factors 𝐴, we construct the 
augmented image set 𝐈𝑎𝑢𝑔 by applying an image enhancement method 
𝑓enh to each image for every factor 𝑎 ∈ 𝐴: 
𝐈aug =

⋃

𝑎∈𝐴
𝑓enh(𝐈, 𝑎), (3)

where 𝑓enh represents a generic image enhancement operation. Using 
the augmented image set 𝐈𝑎𝑢𝑔 and an original text set 𝐓, we extract 
their feature representations via encoders. Specifically, the image en-
coder 𝑓img(⋅) and text encoder 𝑓txt(⋅) produce 𝐅𝑖𝑚𝑔 = 𝑓img(𝐈𝑎𝑢𝑔) and 
𝐗𝑡𝑥𝑡 = 𝑓txt(𝐓), where 𝐅𝑖𝑚𝑔 and 𝐗𝑡𝑥𝑡 are the image and text feature 
representations, respectively. The similarity matrix 𝐒, representing the 
pairwise similarity between image and text features, is computed as: 
𝐒 = 𝐅𝑖𝑚𝑔𝐗⊤

𝑡𝑥𝑡. (4)

Traditional attack methods often define the loss function  using the 
similarity matrix 𝐒. A commonly employed formulation is as follows: 

𝑜𝑟𝑖 = − 1
𝑛 ∗ 𝑚

𝑛
∑

𝑖=1

𝑚
∑

𝑗=1
𝐒𝑖𝑗 , (5)

where 𝑛 and 𝑚 denote the two dimensions of 𝐒. This formulation 
encourages the adversarial examples to maximize dissimilarity between 
the features of augmented images and original texts, facilitating the 
generation of effective attacks on the white-box model. However, a 
significant limitation often hinders traditional attack methods: the 
generated adversarial examples tend to overfit the source (white-box) 
model. During optimization, the perturbations are excessively tailored 
to exploit the white-box model’s specific features and decision bound-
aries. While this overfitting improves attack success on the source 
model, it severely reduces the transferability of adversarial examples 
to black-box models. This lack of transferability is a critical challenge, 
as it undermines the effectiveness of adversarial attacks in practical 
scenarios.
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Algorithm 1 Sinkhorn Iteration for OT
Require: 𝐂: cost matrix, 𝐏: source measure, 𝐘: target measure, 𝜑: 

convergence threshold
Ensure: 𝛱̃ : transport matrix
1: 𝐫 ← ones-like(𝐏), 𝐜 ← ones-like(𝐘) ⊳ Initialize scaling vectors
2: 𝐊 ← exp

(

−𝐂
𝜆

)

⊳ Kernel matrix
3: 𝜙 ≫ 𝜑
4: while 𝜙 > 𝜑 do
5:  𝐫0 ← 𝐫
6:  𝐫 ← 𝐏⊘ (𝐊𝐜) ⊳ Row normalization
7:  𝐜 ← 𝐘⊘ (𝐊⊤𝐫) ⊳ Column normalization
8:  𝜙 ← E[|𝐫 − 𝐫0|] ⊳ Convergence check
9: end while
10: 𝛱̃ ← (𝐫 ⊗ 𝐜) ×𝐊 ⊳ Recover transport plan
11: return 𝛱̃

3.2.2. Optimal transport
Defining Source (𝐏) and Target (𝐘) Distributions. In the Op-

timal Transport framework, we begin by defining two fundamental 
distributions: the source distribution 𝐏 and the target distribution 𝐘. 
These distributions represent the starting and ending points of the 
transportation process in the Optimal Transport problem. Specifically, 
the source distribution 𝐏 = (𝑝1, 𝑝2,… , 𝑝𝑛) and the target distribution 
𝐘 = (𝑦1, 𝑦2,… , 𝑦𝑚) describe the quantities to be transported from and 
to each respective location.

The Transportation Matrix 𝛱. In Optimal Transport (OT), 𝛱 ∈
R𝑛×𝑚
+  denotes the transportation plan, where 𝛱𝑖𝑗 is the mass moved 

from source 𝑝𝑖 to target 𝑦𝑗 . It must satisfy the marginal constraints: 
𝑚
∑

𝑗=1
𝛱𝑖𝑗 = 𝑝𝑖, ∀𝑖 ∈ {1,… , 𝑛},

𝑛
∑

𝑖=1
𝛱𝑖𝑗 = 𝑦𝑗 , ∀𝑗 ∈ {1,… , 𝑚}, (6)

and the non-negativity constraint 𝛱𝑖𝑗 ≥ 0.
Optimal Transport and Sinkhorn Regularization. Given the cost 

matrix 𝐂 with entries 𝐂𝑖𝑗 , representing the cost of transporting a unit 
from source 𝑝𝑖 to target 𝑦𝑗 , the OT problem is 

𝑂𝑇 (𝐏,𝐘,𝐂) = min
𝛱∈ (𝑃 ,𝑌 )

∑

𝑖,𝑗
𝛱𝑖𝑗𝐂𝑖𝑗 , (7)

where  (𝑃 , 𝑌 ) is the set of feasible plans satisfying the above
marginals. To improve scalability, we adopt the entropic OT (Sinkhorn 
distance) [30]: 
𝑂𝑇𝜆(𝐏,𝐘,𝐂) = min

𝛱∈ (𝑃 ,𝑌 )

∑

𝑖,𝑗
𝛱𝑖𝑗𝐂𝑖𝑗 − 𝜆𝐻(𝛱), (8)

where 𝐻(𝛱) is the entropy term and 𝜆 controls the regularization 
strength. Following the Sinkhorn algorithm [30], we iteratively update 

𝛱̃ = diag(𝐏𝑡) exp
(

−𝐂
𝜆

)

diag(𝐘𝑡),

where 𝐏𝑡 = 𝐏⊘
(

exp
(

−𝐂
𝜆

)

𝐘𝑡−1
)

,

𝐘𝑡 = 𝐘⊘
(

(

exp
(

−𝐂
𝜆

))𝑇
𝐏𝑡−1

)

,

(9)

until convergence E[|𝐏𝑡 − 𝐏𝑡−1
|] < 𝜑. Hence, the Sinkhorn algorithm 

iteratively normalizes the rows and columns of the transport matrix 
to satisfy the marginal constraints while minimizing the regularized 
objective function [30]. Here, 𝐻(𝛱) is the entropy of the transport 
matrix, introducing regularization (controlled by 𝜆) to ensure numerical 
stability and efficient computation. The complete Sinkhorn procedure 
used in OT-Attack is summarized in Algorithm 1.

3.2.3. Calculating loss through optimal transport
The Optimal Transport loss 𝑂𝑇  is computed using the feature 

representations of augmented images 𝐅 , original texts 𝐗 , and the 
𝑖𝑚𝑔 𝑡𝑥𝑡

4 
Algorithm 2 Adversarial Image Generation Process
Require: 𝑚𝑜𝑑𝑒𝑙: source model, 𝐈: the original image, A: adjustment 

factors, 𝐓: the original text set.
Ensure: 𝐈𝑎𝑑𝑣: generated adversarial images
1: 𝑚𝑜𝑑𝑒𝑙 → 𝑒𝑣𝑎𝑙() ⊳ Set model to evaluation mode
2: 𝜹 = 0 ⊳ Adversarial perturbation initialization
3: for 𝑘 = 1 to 𝑁 do
4:  𝐈𝑎𝑑𝑣 = 𝐈 + 𝜹
5:  𝐈𝑎𝑢𝑔 ←

⋃

𝑎∈𝐴 𝑓enh(𝐈𝑎𝑑𝑣, 𝑎) ⊳ Construct enhanced view
6:  𝐅𝑖𝑚𝑔 ← 𝑓img(𝐈𝑎𝑢𝑔), 𝐗𝑡𝑥𝑡 ← 𝑓txt(𝐓) ⊳ Extract image/text features
7:  𝐒 ← 𝐅𝑖𝑚𝑔𝐗⊤

𝑡𝑥𝑡, 𝐂 ← 1 − 𝐒 ⊳ Build similarity and cost matrices
8:  𝛱̃ ← argmin𝛱∈ (𝑃 ,𝑌 )

∑

𝑖,𝑗 𝛱𝑖𝑗𝐂𝑖𝑗 − 𝜆𝐻(𝛱) ⊳ Solve OT with 
Sinkhorn

9:  𝑂𝑇 ←
∑

𝑖,𝑗 𝛱̃𝑖𝑗𝐂𝑖𝑗 ⊳ Compute OT loss
10:  𝜹 ← clip

(

𝜹 + 𝛼 sign(∇𝜹𝑂𝑇 ), −𝜖𝑣, 𝜖𝑣
)

, ⊳ Update adversarial 
perturbation

11:  𝐈𝑎𝑑𝑣 = 𝐈 + 𝜹 ⊳ Update adversarial image
12: end for
13: return 𝐈𝑎𝑑𝑣

similarity matrix 𝐒. First, the cost matrix 𝐂 is defined as 𝐂 = 1−𝐒, trans-
forming similarity scores into a cost structure. Next, the exponentiated 
negative cost matrix 𝐊 is computed for the Sinkhorn iterations, given 
by 𝐊 = exp

(

−𝐂
𝜆

)

, where 𝜆 is a small positive regularization parameter. 
From Eq. (9), we can get the optimal transport plan 𝛱̃ . The OT loss is 
calculated as: 
𝑂𝑇 =

∑

𝑖,𝑗
𝛱̃𝑖𝑗𝐂𝑖𝑗 , (10)

where 𝛱̃𝑖𝑗 in 𝛱̃ represents the optimal transport of features from the 𝑖th 
element in 𝐅𝑖𝑚𝑔 to the 𝑗th element in 𝐗𝑡𝑥𝑡, and 𝐂𝑖𝑗 is the corresponding 
cost in 𝐂. This formulation of 𝑂𝑇  captures the minimal cost required 
to align the feature representations of augmented images with those 
of the original texts. By leveraging the overall feature distribution, 
it facilitates the generation of more effective adversarial examples. 
Importantly, this method addresses potential overfitting issues inherent 
in relying solely on a similarity matrix as the loss metric. Hence, we 
employ the adversarial example generation method outlined in Eq. (10) 
to create adversarial examples. These samples are then used to mount 
attacks on black-box models. The process is shown in Algorithm 2.

4. Experiments

4.1. Settings

VLP Models. To evaluate adversarial examples’ transferability and 
our framework’s performance, we examined two Vision-Language Pre-
trained (VLP) model types: fused and aligned VLPs. Fused VLPs, like 
ALBEF [12] and TCL [13], process images and text together with 
shared layers, using a 12-layer ViT-B/16 [17] for visuals and two 6-
layer transformers for image and text data. Aligned VLPs, such as 
CLIP [14] variants (CLIPViT with ViT-B/16 and CLIPCNN with ResNet-
101 [31]), process data separately before aligning it in later stages. We 
assessed cross-task attack success on image captioning using BLIP, with 
adversarial examples generated using TCL.

Datasets. For the image-text retrieval task, we use two datasets: 
Flickr30K [15] and MSCOCO [16]. A salient characteristic shared by 
both is the quintuple of descriptive captions accompanying each im-
age, providing a valuable asset for the assessment of our image-text 
retrieval approach. For the task of Visual Grounding, we employed the 
RefCOCO+ [32] dataset, which further enriched our cross-task attack 
effectiveness analysis. The details of these datasets are summarized as 
follows:
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Fig. 3. Hyper-parameter selection on the Flickr30K dataset: (a) regularization coefficient 𝜆; (b) convergence threshold 𝜑. 
• Flickr30K (ITR): we follow the common split of 29,783 train 
images, 1000 val images, and 1000 test images, and we conduct 
evaluation experiments on the 1000-image test set with 5000 
captions.

• MSCOCO (ITR/IC): we follow the widely used split with 113,287 
train images, 5000 val images, and 5000 test images, and we 
evaluate on the 5000-image test set with 25,000 captions.

• RefCOCO+ (VG): we use the standard split with 120,191 train 
images, 10,758 val images, 5726 testA images, and 4889 testB 
images, and report results on val, testA, and testB images.

Baselines. In this work involving Vision-Language Pre-trained
(VLP) models, we implement several prevalent adversarial attack meth-
ods as baselines, which include PGD [24], BERT-Attack [25], Sep-
Attack [8], Co-Attack [8], SGA [9], and DRA [10]. We adopt the default 
setting of their original paper to generate adversarial examples for 
comparison.

Adversarial Attack Configuration. To validate our framework’s 
effectiveness, following SGA [9] and DRA [10], the augmentation is 
multi-scale resizing to enlarge the image set: the original image is 
resized into five scales {0.50, 0.75, 1.00, 1.25,
1.50} using bicubic interpolation, forming an augmented image set 
for computing the image–text matching for adversarial example gen-
eration. We generate adversarial visual examples using the Projected 
Gradient Descent (PGD) method [24] with specific settings: a perturba-
tion limit of 𝜖𝑣 = 8∕255, a step size of 𝛼 = 2∕255, and 𝑁 = 10 iterations. 
For textual examples, we use BERT-Attack [25] with a disturbance limit 
of 𝜖𝑡 = 1 and a vocabulary size of 𝑊 = 10. The hyper-parameters 𝜆 and 
𝜑 are set to 0.1 and 1𝑒 − 2, respectively.

Evaluation Criteria. The transferability of the adversarial attacks 
is quantitatively assessed using the Attack Success Rate (ASR). ASR is 
a crucial metric that measures the proportion of successful adversarial 
examples out of the total number of attacks conducted. A higher ASR 
is indicative of increased transferability of the adversarial examples, 
signifying the effectiveness of the attack in compromising the model 
under various conditions.

4.2. Hyper-parameter selection

The proposed OT-Attack includes two hyper-parameters: regular-
ization coefficient 𝜆 and convergence threshold 𝜑. Following [10,26], 
using different hyper-parameters, we adopt ALBEF to generate ad-
versarial examples on the Flickr30K dataset and evaluate adversarial 
transferability with other models. We use the 1000-image test set 
with 5000 captions of the Flickr30K dataset for the selection of the 
hyper-parameters. The results are shown in Fig.  3. Our OT-Attack with 
different 𝜆 can achieve similar performance of adversarial transferabil-
ity, which also indicates that our method is not sensitive to the exact 
choice of 𝜆. We randomly selected 𝜆 = 0.1 for subsequent experiments. 
Since 𝜑 = 1𝑒−2 performs better than others. Hence, we set 𝜑 to 1𝑒−2.
5 
Fig. 4. Visualization of adversarial examples from Flickr30K. In the task 
of image-text matching, adversarial examples for both images and texts are 
generated and utilized for image-to-text and text-to-image matching tasks, 
respectively. We highlight the distinctions in the text adversarial examples 
compared to the original samples and also quantified the pixel differences 
between the image adversarial examples and the original images.

4.3. Comparative experimental results

In our experiments, the primary focus is on Image-Text Retrieval 
(ITR) tasks. Adversarial examples are generated on various white-box 
VLP models, and their effectiveness is evaluated by measuring the 
attack success rates on both the white-box models and three additional 
black-box models.

Our analysis spans two widely recognized datasets: Flickr30K,
which includes 1000 images and 5000 captions, and MSCOCO, which 
provides a larger set of 5000 images and 25,000 captions. This com-
prehensive dataset selection enables a robust evaluation of our attack 
methods in image-text matching tasks, effectively quantifying the abil-
ity of adversarial examples to mislead these models. The results are 
shown in Tables  1 and 2.

Our results show that our OT-Attack achieves significant advance-
ments in generating adversarial examples that are not only effective 
within models of the same type but also demonstrate strong cross-
type attack success. This is particularly evident from the R@1 success 
rates in TR and IR tasks, where the adversarial examples consistently 
maintain high effectiveness across various models, including ALBEF, 
TCL, CLIPViT, and CLIPCNN.

For example, when using ALBEF to target TCL, our method achieves 
a 4.09% increase in the TR R@1 attack success rate on Flickr30K and 
a 3.53% increase on MSCOCO compared to the state-of-the-art results 
obtained by DRA. Conversely, in scenarios where TCL is employed 
to target ALBEF, OT-Attack outperforms DRA with improvements of 
3.05% on Flickr30K and 2.62% on MSCOCO in the TR R@1 attack 
success rate. These results highlight the effectiveness of enhancing 
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Table 1
Comparison with SOTA methods on the Flickr30K dataset for the image-text retrieval task. The source column shows VLP models used to generate multimodal 
adversarial examples. For Image Retrieval and Text Retrieval, we provide an R@1 attack success rate.
 Source Attack ALBEF TCL CLIPViT CLIPCNN
 TR R@1 IR R@1 TR R@1 IR R@1 TR R@1 IR R@1 TR R@1 IR R@1 
 

ALBEF

PGD [24] 93.74 94.43 24.03 27.90 10.67 15.82 14.05 19.11  
 BERT-Attack [25] 11.57 27.46 12.64 28.07 29.33 43.17 32.69 46.11  
 Sep-Attack [8] 95.72 96.14 39.30 51.79 34.11 45.72 35.76 47.92  
 Co-Attack [8] 97.08 98.36 39.52 51.24 29.82 38.92 31.29 41.99  
 SGA [9] 99.90 99.98 87.88 88.05 36.69 46.78 39.59 49.78  
 DRA [10] 99.90 99.93 91.57 91.17 46.26 56.80 49.55 59.01  
 OT-Attack (ours) 99.79 99.93 95.57 95.36 51.66 61.44 55.04 62.54  
 

TCL

PGD [24] 35.77 41.67 99.37 99.33 10.18 16.3 14.81 21.10  
 BERT-Attack [25] 11.89 26.82 14.54 29.17 29.69 44.49 33.46 46.07  
 Sep-Attack [8] 52.45 61.44 99.58 99.45 37.06 45.81 37.42 49.91  
 Co-Attack [8] 49.84 60.36 91.68 95.48 32.64 42.69 32.06 47.82  
 SGA [9] 92.49 92.77 100.0 100.0 36.81 46.97 41.89 51.53  
 DRA [10] 95.20 95.58 100.0 99.98 47.24 57.28 52.23 62.23  
 OT-Attack (ours) 98.75 98.13 99.89 99.98 53.13 61.37 55.43 64.01  
 

CLIPViT

PGD [24] 3.13 6.48 4.43 8.83 69.33 84.79 13.03 17.43  
 BERT-Attack [25] 9.59 22.64 11.80 25.07 28.34 39.08 30.40 37.43  
 Sep-Attack [8] 7.61 20.58 10.12 20.74 76.93 87.44 29.89 38.32  
 Co-Attack [8] 8.55 20.18 10.01 21.29 78.53 87.50 29.50 38.49  
 SGA [9] 22.42 34.59 25.08 36.45 100.0 100.0 53.26 61.10  
 DRA [10] 27.84 42.84 27.82 44.60 100.0 100.0 64.88 69.50  
 OT-Attack (ours) 35.04 49.95 39.83 52.0 100.0 100.0 70.75 74.75  
 

CLIPCNN

PGD [24] 2.29 6.15 4.53 8.88 5.40 12.08 89.78 93.04  
 BERT-Attack [25] 8.86 23.27 12.33 25.48 27.12 37.44 30.40 40.10  
 Sep-Attack [8] 9.38 22.99 11.28 25.45 26.13 39.24 93.61 95.30  
 Co-Attack [8] 10.53 23.62 12.54 26.05 27.24 40.62 95.91 96.50  
 SGA [9] 15.64 28.60 18.02 33.07 39.02 51.45 99.87 99.90  
 DRA [10] 19.50 34.59 21.60 37.88 48.47 59.12 99.87 99.90  
 OT-Attack (ours) 22.42 35.69 23.92 39.1 50.18 61.37 99.62 99.76  
Table 2
Comparison with SOTA methods on the MSCOCO dataset for the image-text retrieval task. The source column shows VLP models used to generate multimodal 
adversarial examples. For Image Retrieval and Text Retrieval, we provide an R@1 attack success rate.
 Source Attack ALBEF TCL CLIPViT CLIPCNN
 TR R@1 IR R@1 TR R@1 IR R@1 TR R@1 IR R@1 TR R@1 IR R@1 
 

ALBEF

PGD [24] 94.35 93.26 34.15 36.86 21.71 27.06 23.83 30.96  
 BERT-Attack [25] 24.39 36.13 24.34 33.39 44.94 52.28 47.73 54.75  
 Sep-Attack [8] 97.01 96.59 61.06 66.13 57.19 65.82 58.81 68.61  
 Co-Attack [8] 65.22 72.41 94.95 97.87 55.28 62.33 56.68 66.45  
 SGA [9] 99.95 99.94 87.46 88.17 63.72 69.71 63.91 70.78  
 DRA [10] 99.90 99.93 88.81 90.06 69.25 75.31 68.53 75.09  
 OT-Attack (ours) 99.87 99.87 92.62 93.32 72.95 78.08 72.7 78.47  
 

TCL

PGD [24] 40.81 44.09 98.54 98.20 21.79 26.92 24.97 32.17  
 BERT-Attack [25] 35.32 45.92 38.54 48.48 51.09 58.80 52.23 61.26  
 Sep-Attack [8] 66.38 72.19 99.15 98.98 59.94 65.95 60.77 69.37  
 Co-Attack [8] 49.84 60.36 91.68 95.48 32.64 42.69 32.06 47.82  
 SGA [9] 92.70 92.99 100.0 100.0 59.79 65.31 60.52 67.34  
 DRA [10] 94.72 95.89 100.0 100.0 70.51 74.95 70.29 76.99  
 OT-Attack (ours) 97.86 97.99 99.95 99.97 72.91 77.44 74.17 78.46  
 

CLIPViT

PGD [24] 10.26 13.69 12.72 15.81 82.91 90.51 21.62 28.78  
 BERT-Attack [25] 20.34 29.74 21.08 29.61 45.06 51.68 44.54 53.72  
 Sep-Attack [8] 25.91 36.84 28.20 38.47 88.36 97.09 47.57 57.79  
 Co-Attack [8] 26.35 36.69 28.23 38.42 88.78 96.72 47.36 58.45  
 SGA [9] 43.75 51.08 44.05 51.02 100.0 100.0 70.66 75.58  
 DRA [10] 52.69 61.50 51.88 61.06 100.0 100.0 80.18 84.11  
 OT-Attack (ours) 57.7 66.4 58.99 66.72 100.0 99.98 83.29 86.7  
 

CLIPCNN

PGD [24] 8.38 12.73 11.90 15.68 13.66 20.62 92.68 94.71  
 BERT-Attack [25] 23.38 34.64 24.58 29.61 51.28 57.49 54.43 62.17  
 Sep-Attack [8] 29.13 40.64 31.40 42.99 52.23 59.73 96.16 97.54  
 Co-Attack [8] 29.49 41.50 31.83 43.44 53.15 60.15 97.79 98.54  
 SGA [9] 36.94 46.79 38.81 48.90 62.19 67.73 99.92 99.97  
 DRA [10] 41.40 52.25 43.62 54.15 70.43 74.14 99.80 99.92  
 OT-Attack (ours) 41.94 53.37 45.48 56.64 71.23 75.69 99.39 99.53  
6 
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Table 3
Computational cost (minutes) compared with DRA. 
 Method ALBEF TCL CLIPViT CLIPCNN 
 DRA 77 76 31 21  
 OT-Attack (ours) 108 107 42 27  

adversarial transferability. Complementing the numerical analysis, Fig. 
4 provides a detailed visual representation of the impact of adver-
sarial examples. It contrasts the original images and texts with their 
perturbed counterparts, illustrating how even subtle, nearly impercep-
tible modifications can significantly degrade a model’s performance 
in image-text matching tasks. The visual differences, particularly the 
nuanced texture alterations introduced in the adversarial images, are 
highlighted through difference masks, making the deceptive potency 
of these adversarial examples more evident. These perturbations ef-
fectively mislead VLP systems by subtly altering key features that 
influence their decision-making processes. Following the default setting 
of SGA [9], we also adopt 1000 images from the Flickr30K dataset for 
our experiments. To evaluate performance, we compute the computa-
tional cost (minutes) and compare the OT-Attack with DRA across four 
models (ALBEF, TCL, CLIPViT, and CLIPCNN). The results are shown in 
Table  3. OT-Attack consistently requires more time than DRA, which 
is approximately 1.29-−1.40 times that of SGA, reflecting the added 
complexity of the proposed method.

4.4. Cross-task transferability

4.4.1. Visual grounding
To thoroughly evaluate the effectiveness of our adversarial attack 

strategies, the RefCOCO+ [32] dataset is utilized, specifically curated 
for visual grounding tasks. This dataset comprises various subsets de-
signed to assess different aspects of model performance, including:

• RefCOCO+ val: Offers a broad range of scenarios for a compre-
hensive evaluation.

• RefCOCO+ testA: Focuses on the model’s ability to identify and 
localize human figures, testing its precision in distinguishing 
human subjects within images.

• RefCOCO+ testB: Targets the model’s efficacy in recognizing and 
localizing non-human elements, challenging the model’s versatil-
ity beyond human-centric tasks.

By leveraging the diverse testing scenarios provided by RefCOCO+, 
we aim to demonstrate the broad adaptability and transferability of our 
method across a wide array of visual grounding challenges, highlighting 
its potential for robust performance in varied contexts. The quantitative 
analysis in Table  4 evaluates the effectiveness of adversarial exam-
ples against the ALBEF model pre-trained on the Visual Grounding 
Task, using ALBEF pre-trained on the Image-Text Retrieval Task as the 
source (following the setting in SGA [9] and DRA [10]). The baseline 
scores, representing unmodified examples, establish the study’s bench-
mark. The OT-Attack strategy outperforms DRA, reducing ALBEF’s 
scores by 1.02 in Val, 1.05 in TestA, and 0.88 in TestB, demonstrating 
our method’s superior disruption of visual grounding. Additionally,
Fig.  5 provides a visual analysis using the Flickr30K dataset, illustrating 
how minor perturbations significantly impair object recognition and 
localization in the ALBEF model, highlighting the impact of adversarial 
attacks on model reliability.

4.4.2. Image captioning
In our research, adversarial examples are generated using the ALBEF 

model [33] to target the BLIP framework in a white-box scenario. BLIP 
is recognized for its advanced multi-modal encoder–decoder structure, 
trained on a diverse dataset with synthetic captions and noise reduction 
techniques. Our experiments are conducted on the MSCOCO dataset, 
7 
examining both original and adversarially altered images. To evaluate 
the impact of adversarial actions, a set of metrics designed for im-
age captioning tasks is utilized, including BLEU [34], METEOR [35], 
ROUGE [36], CIDEr [37], and SPICE [38]. These metrics evaluate var-
ious aspects of caption quality, from precision and semantic accuracy 
to recall, uniqueness, relevance, and the depiction of properties.

The metrics used in our study offer varied insights into the text 
quality and relevance, providing a view of the adversarial effects, as 
shown in Table  4. Our OT-Attack, compared to DRA, demonstrates 
lower scores across metrics: BLEU-4 decreased by 3.6, METEOR by 2.1, 
ROUGE-L by 3.3, CIDEr by 13.4, and SPICE by 2.0. These score reduc-
tions suggest our method’s higher cross-task attack efficacy, with more 
significant decreases indicating better performance. Fig.  6 shows orig-
inal versus adversarial image-caption pairs. These comparisons starkly 
exhibit how minor perturbations can drastically alter the model’s inter-
pretation, deviating from the intended meaning, thus highlighting our 
findings’ practical significance. Further delving into the realm of large-
scale models, the experiments are designed with specific parameters to 
gauge the extent of adversarial impact. We set the perturbation inten-
sity at a subtle yet effective level of 16/255 and run our adversarial 
process for 500 iterations.

To evaluate the broader applicability and transfer effectiveness 
of our attacks, we test them on both closed-source and open-source 
MLLMs, including GPT-4, GPT-4o, Bing Chat, Claude−4.5-Sonnet, and 
Qwen3-VL-8B. Following [10,26], we adopt a CLIP-based ranking 
criterion to quantify transfer success. Specifically, for each adversarial 
image, we query the target MLLM with a fixed prompt: ‘‘Please de-
scribe this image, limited to 50 words’’. We then rank the generated 
description together with 100 irrelevant texts using CLIP similarity. 
If the generated description is not ranked first, we count it as a 
successful transfer attack. We randomly sample images from Flickr30K 
and generate adversarial examples using SGA [9], DRA [10], and 
our OT-Attack. The transfer results are summarized in Table  5. On 
the 100-image setting (covering GPT-4, Bing Chat, Qwen3-VL-8B, and 
Claude−4.5-Sonnet), OT-Attack consistently achieves the highest ASR, 
reaching 24% on GPT-4 and 30% on Bing Chat, and further improving 
to 18% on Qwen3-VL-8B and 15% on Claude−4.5-Sonnet, compared 
to SGA (6%/13%/8%/7%) and DRA (16%/22%/14%/11%). To fur-
ther verify robustness at a larger scale, we additionally evaluate on 
1000 images. OT-Attack remains superior across all tested models, 
achieving 21.6% on GPT-4, 16.4% on GPT-4o, 17.5% on Qwen3-VL-
8B, and 13.6% on Claude−4.5-Sonnet, substantially outperforming SGA 
(5.3%/5.6%/7.3%/7.1%) and DRA (14.7%/12.5%/14.9%/10.4%).
These results demonstrate that OT-guided reweighting yields consis-
tently stronger cross-model transferability, and the advantage persists 
when scaling the evaluation from 100 to 1000 samples. The findings, 
illustrated in Fig.  7, reveal a notable level of success in our adversarial 
attacks, with these models showing susceptibility to being misled. 

4.5. More comparative experiments

Comparison of Similarity-based Loss Variants: we conduct more 
experiments by comparing plain similarity-based losses (DotSim, Cos-
Sim, and KL) with their OT-augmented counterparts under the same 
DRA framework. As shown in Table  6, the analyses are as follows. 
First, without OT, DotSim and CosSim perform very similarly, espe-
cially on cross-model transferability. For example, on CLIPViT, Dot-
Sim achieves 46.26/56.80 while CosSim achieves 46.28/56.35; on 
CLIPCNN, DotSim gives 49.55/59.01 and CosSim gives 50.08/59.34. 
This indicates that simply changing the similarity function does not 
produce a meaningful gain. Second, adding OT consistently improves 
all base losses, and the improvement is particularly evident on trans-
fer models. For instance, DotSim + OT improves over DotSim from 
46.26/56.80 to 51.66/61.44 on CLIPViT, and from 49.55/59.01 to 
55.04/62.54 on CLIPCNN. Likewise, CosSim + OT improves over CosSim 
from 46.28/56.35 to 52.27/61.18 on CLIP , and from 50.08/59.34 
ViT
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Table 4
Cross-task transferability. We utilize ALBEF to generate multi-modal adversarial examples for attacking both Visual Grounding (VG) on the RefCOCO+ dataset 
and Image Captioning (IC) on the MSCOCO dataset. The baseline represents the performance of each task without any attack, where a lower value indicates 
better effectiveness of the adversarial attack for both tasks.
 Attack ITR → VG ITR → IC
 Val ↓ TestA ↓ TestB ↓ B@4 ↓ METEOR ↓ ROUGE-L ↓ CIDEr ↓ SPICE ↓ 
 Clean 58.46 65.89 46.25 39.7 31.0 60.0 133.3 23.8  
 SGA [9] 50.56 57.42 40.66 28.0 24.6 51.2 91.4 17.7  
 DRA [10] 49.70 56.32 40.54 27.2 24.2 50.7 88.3 17.2  
 OT-Attack (ours) 48.68 55.27 39.66 23.6 22.1 47.4 74.9 15.2  
Fig. 5. Visualization results for Visual Grounding. We employed TCL as the source model and ALBEF as the target model, with images and captions sourced from 
the Flickr30K dataset. The adversarial examples exhibit limited visual differences from the original samples; however, they disrupt the model’s judgment of visual 
elements in the Visual Grounding task. Compared to clean data, the localization results for the same elements may have shifted or dispersed. The visualizations 
of Visual Grounding vividly demonstrate the disruptive impact of adversarial examples on the model.
Fig. 6. Comparison of Clean and Adversarial Image Captions. 

to 56.07/62.68 on CLIPCNN. Similar trends are also observed for the 
KL-based variant. These results show that the improvement is mainly 
brought by the proposed OT-based alignment mechanism, rather than 
by a specific choice of similarity function such as dot-product or cosine 
similarity. 
Comparison of Different Attack Hyper-parameters: we conduct a 
sensitivity study on the key attack hyper-parameters and summarize 
the results in Table  7. Hence, the proposed OT-Attack is reasonably 
stable under moderate changes of the hyper-parameters, and the trends 
are consistent with standard iterative attacks: stronger budgets or 
more iterations generally lead to stronger transferability. Increasing 
the visual perturbation limit 𝜖𝑣 can improve transfer performance. 
For example, when attacking from ALBEF, raising 𝜖  from 4/255 to 
𝑣
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Table 5
Attack transferability performance on open-source and closed-source MLLMs.
 Models GPT-4 Bing Qwen3-VL-8B Claude-4.5-Sonnet 

100 Samples
 SGA [9] 6% 13% 8% 7%  
 DRA [10] 16% 22% 14% 11%  
 OT-Attack (ours) 24% 30% 18% 15%  
 Models GPT-4 GPT-4o Qwen3-VL-8B Claude-4.5-Sonnet 

1000 Samples
 SGA [9] 5.3% 5.6% 7.3% 7.1%  
 DRA [10] 14.7% 12.5% 14.9% 10.4%  
 OT-Attack (ours) 21.6% 16.4% 17.5% 13.6%  

16/255 improves TR@1 on TCL from 94.94 to 96.73, and on CLIPCNN
from 55.43 to 57.47; Increasing the text perturbation limit 𝜖𝑡 can 
substantially strengthen adversarial transferability. For example, when 
attacking from ALBEF, raising 𝜖𝑡 from 1 to 2 improves TR@1 on CLIPViT
from 51.66 to 65.28, and on CLIPCNN from 55.04 to 68.71; Results 
are relatively stable around the default the vocabulary size 𝑊 = 10. 
Varying 𝑊  within {5, 10, 20} leads to moderate changes overall. For 
instance, on TCL, TR@1 changes from 94.42 (𝑊 = 5) to 95.57 (𝑊 = 10) 
and 95.89 (𝑊 = 20); on CLIPCNN, TR@1 changes from 48.91 (𝑊 = 5) 
to 55.04 (𝑊 = 10) and 55.43 (𝑊 = 20); Results are stable around the 
default step size 𝛼=2/255. Using a smaller step (1/255) reduces transfer 
noticeably, while a larger step (3/255) can improve transfer to some 
targets (e.g., CLIPViT TR@1 51.66 to 57.42); Increasing the number of 
iterations 𝑁 also can strengthen adversarial transferability. Compared 
with 𝑁 = 5, the default 𝑁 = 10 yields higher transfer, and 𝑁 = 20
provides further gains (e.g., TCL TR@1 95.57 to 95.89, CLIPCNN IR@1 
62.54 to 63.23).
Comparison of OT-Loss Variant: We conduct experiments on the 
Flickr30K with more OT-Loss variants, including Partial OT and Un-
balanced OT, evaluated under the same attack budget (𝜖𝑣 = 8∕255, 
𝛼 = 2∕255, 𝑁 = 10). As shown in Table  8, the results demonstrate 
that OT-based matching consistently enhances transferability, and also 
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Fig. 7. Impact of Adversarial Attacks on GPT-4 and Bing Chat Descriptions. This figure showcases the alterations in image descriptions by GPT-4 and Bing Chat 
before and after adversarial attacks. Original descriptions are compared to those generated from manipulated images, with increased perturbation strength and 
iteration count to mislead the AI models. The stark contrast in the outputs highlights the susceptibility of these models to adversarial examples, reflecting the 
effectiveness of the perturbations in altering the perceived content of the images.
Table 6
Comparison of similarity-based loss variants for adversarial attacks. The perturbation budget is 𝜖𝑣 = 8∕255, with step size 2∕255 for 10 steps. We report text 
retrieval (TR R@1) and image retrieval (IR R@1) under attacks crafted on ALBEF and evaluated on ALBEF, TCL, CLIPViT, and CLIPCNN.
 Source Attack ALBEF TCL CLIPViT CLIPCNN
 TR R@1 IR R@1 TR R@1 IR R@1 TR R@1 IR R@1 TR R@1 IR R@1 

Similarity-Based Loss
 

ALBEF

Dot Sim (DRA) 99.90 99.93 91.57 91.17 46.26 56.80 49.55 59.01  
 Dot Sim (DRA) + OT 99.79 99.93 95.57 95.36 51.66 61.44 55.04 62.54  
 Cos Sim 99.78 99.92 91.25 91.82 46.28 56.35 50.08 59.34  
 Cos Sim + OT 99.79 99.91 95.26 94.81 52.27 61.18 56.07 62.68  
 KL Loss 84.47 85.71 77.18 84.32 39.87 53.94 44.03 56.38  
 KL Loss + OT 91.09 89.86 81.93 88.79 44.72 58.16 48.57 61.05  
reveal that certain OT variants can further improve performance in 
some target-model settings. This indicates additional room for explo-
ration in designing a stronger OT strategy, which we will investigate 
in future work. Moreover, we additionally include several structured 
matching methods beyond uniform averaging for comparative experi-
ments, including Top-𝑘 hard matching and Softmax-attention weighted 
aggregation. These comparisons were designed to clarify whether the 
observed gain comes merely from moving away from uniform aver-
aging, or from the OT-based matching mechanism itself. As shown in 
Table  9, the experiment results show that replacing uniform averaging 
with a simple structured weighting strategy can indeed bring some im-
provement over the DRA (Uniform) baseline. However, these gains are 
still limited and do not match the performance of OT-Attack, especially 
on cross-model transfer. For example, on CLIPViT, Softmax Attention 
improves over Uniform from 46.26/56.80 to 47.47/57.74, while OT-
Attack further improves the results to 51.66/61.44. On CLIPCNN, the 
corresponding numbers are 49.55/59.01 (Uniform), 51.01/60.11 (Soft-
max Attention), and 55.04/62.54 (OT-Attack). Similar trends are also 
observed on TCL. These results suggest that the improvement is not sim-
ply due to using non-uniform aggregation, but rather comes from the 
stronger structured correspondence enforced by OT-based matching.
9 
Comparison of The Latest Method: We conduct more comparison 
experiments on the Flickr30K beyond DRA by including a more re-
cent transfer attack method SA-AET [26], and additionally evaluate 
a combined variant SA-AET + OT-Attack. As shown in Table  10, the 
results show that integrating our OT module into SA-AET yields con-
sistent additional gains over both DRA and SA-AET across multiple 
target models, supporting that the proposed OT-based alignment loss is 
complementary and plug-and-play rather than tied to a single baseline. 

4.6. Analysis of the effectiveness of OT-attack

Prior VLP transfer attacks typically aggregate image–text alignment 
by uniformly averaging over augmented images and multiple texts, 
implicitly assuming consistent image–text correspondence. However, 
common augmentations (e.g., multi-scale resizing) often break this 
assumption, creating many semantically mismatched image–text pairs 
that inject noisy, surrogate-specific gradients and thus weaken ad-
versarial transferability. The proposed OT-Attack addresses this by 
reformulating image–text matching as an optimal transport problem 
and using an OT-guided alignment loss to perform globally constrained 
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Table 7
Ablation settings of attack hyperparameters for OT-Attack. We study different configurations of visual and textual perturbation parameters. The original OT-Attack 
setting uses 𝜖𝑣 = 8∕255, 𝛼 = 2∕255, 𝑁 = 10 for visual attacks, and 𝜖𝑡 = 1, 𝑊 = 10 for textual attacks. Only rows corresponding to the original configuration are 
populated with results. 
 Setting ALBEF TCL CLIPViT CLIPCNN
 TR R@1 IR R@1 TR R@1 IR R@1 TR R@1 IR R@1 TR R@1 IR R@1 

(1) Visual perturbation limit 𝜖𝑣
 
ALBEF

𝜖𝑣 = 4∕255 99.79 99.93 94.94 94.93 51.53 60.66 55.43 63.84  
 𝜖𝑣 = 8∕255 99.79 99.93 95.57 95.36 51.66 61.44 55.04 62.54  
 𝜖𝑣 = 16∕255 99.79 99.86 96.73 95.67 53.37 62.08 57.47 63.88  

(2) Step size 𝛼
 
ALBEF

𝛼 = 1∕255 99.48 99.63 86.93 87.98 46.38 56.15 48.66 57.7  
 𝛼 = 2∕255 99.79 99.93 95.57 95.36 51.66 61.44 55.04 62.54  
 𝛼 = 3∕255 99.79 99.91 97.26 97.02 57.42 63.72 57.47 66.07  

(3) Number of iterations 𝑁
 
ALBEF

𝑁 = 5 99.27 99.56 88.09 89.24 49.33 58.76 51.09 59.66  
 𝑁 = 10 99.79 99.93 95.57 95.36 51.66 61.44 55.04 62.54  
 𝑁 = 20 99.79 99.97 95.89 95.83 52.67 62.47 55.9 63.23  

(4) Textual perturbation limit 𝜖𝑡
 ALBEF 𝜖𝑡 = 1 99.79 99.93 95.57 95.36 51.66 61.44 55.04 62.54  
 𝜖𝑡 = 2 100.0 99.95 95.05 96.29 65.28 73.81 68.71 76.36  

(5) Vocabulary size 𝑊
 
ALBEF

𝑊 = 5 100.0 99.91 94.42 94.81 49.69 57.18 48.91 60.03  
 𝑊 = 10 99.79 99.93 95.57 95.36 51.66 61.44 55.04 62.54  
 𝑊 = 20 99.79 99.65 95.89 96.14 54.48 64.01 55.43 64.84  
Table 8
A variety of attempts with different variations of OT-Loss. The 𝜖𝑣 is set to 8/255, with a per-step size of 2/255, and a total of 10 steps.
 Source Attack ALBEF TCL CLIPViT CLIPCNN
 TR R@1 IR R@1 TR R@1 IR R@1 TR R@1 IR R@1 TR R@1 IR R@1 
 
ALBEF

OT-Attack (ours) 99.79 99.93 95.57 95.36 51.66 61.44 55.04 62.54  
 Partial OT 99.9 99.91 95.57 95.24 52.02 61.4 56.07 62.61  
 Unbalanced OT 99.9 99.95 95.79 95.52 52.88 61.69 55.3 63.02  
Table 9
Comparing structured aggregation baselines against OT-based matching under the same attack budget. We evaluate Uniform aggregation (DRA), Top-𝑘 hard 
matching, Softmax-attention weighted aggregation, and OT-Attack. The perturbation constraint is 𝜖𝑣 = 8∕255, with step size 2∕255 for 10 steps.
 Source Attack ALBEF TCL CLIPViT CLIPCNN
 TR R@1 IR R@1 TR R@1 IR R@1 TR R@1 IR R@1 TR R@1 IR R@1 
 
ALBEF

DRA (Uniform) 99.90 99.93 91.57 91.17 46.26 56.80 49.55 59.01  
 Top-K 98.73 98.90 88.43 87.15 41.27 52.19 44.36 55.27  
 Softmax Attention 99.53 99.67 92.91 92.22 47.47 57.74 51.01 60.11  
 OT-Attack (ours) 99.79 99.93 95.57 95.36 51.66 61.44 55.04 62.54  
Table 10
Comparison with the latest method SA-AET [26]. We evaluate the adversarial transferability of SA-AET and a variant that incorporates OT-Attack into SA-AET.
 Source Attack ALBEF TCL CLIPViT CLIPCNN
 TR R@1 IR R@1 TR R@1 IR R@1 TR R@1 IR R@1 TR R@1 IR R@1 
 
ALBEF

DRA 99.90 99.93 91.57 91.17 46.26 56.80 49.55 59.01  
 OT-Attack (ours) 99.79 99.93 95.57 95.36 51.66 61.44 55.04 62.54  
 SA-AET 99.90 99.98 96.42 96.02 55.58 63.89 57.22 65.59  
 SA-AET+OT-Attack 99.91 99.98 96.73 96.41 57.71 65.37 60.03 68.14  
many-to-many reweighting, emphasizing compatible pairs while down-
weighting mismatches. Moreover, overfitting adversarial examples to 
the source model can significantly reduce the attack transferability. 
To quantify the risk of overfitting, we leverage the PAC-Bayes the-
orem to measure the information stored in the network’s weights 
(IIW) [39], a promising indicator of generalization ability. Lower IIW 
values indicate reduced overfitting risks. For each AE generated by 
SGA or our method during optimization iterations, we compute its 
IIWs by feeding it into four VLPs. We evaluate the IIWs of 1000 AEs 
throughout the optimization process and present the averaged results 
in Fig.  8. During optimization, the IIW of AEs from the SOTA baseline 
(SGA) initially decreases but then sharply rises. In contrast, our method 
10 
maintains consistently low IIW values for generated AEs, effectively 
mitigating overfitting risks. Consequently, our method enhances attack 
transferability.

We also provide a theoretical justification from two complementary 
angles: (i) OT-based matching is provably no worse than uniform set-
level averaging in the alignment objective under the same marginal 
constraints, hence suppressing augmentation-induced mismatches in a 
principled way; and (ii) under the adversarial transferability view, re-
ducing mismatch-induced gradient noise increases cross-model gradient 
alignment, which improves transferability.

(i) OT yields no worse matching than uniform averaging. Let 
𝑆 ∈ R𝑛×𝑚 be the similarity matrix between the 𝑛 augmented views and 
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Fig. 8. Overfitting analysis of SGA & our OT-Attack via IIWs.
𝑚 texts, and define the cost 𝐶 = 𝟏− 𝑆. Let 𝑃 ∈ 𝛥𝑛 and 𝑌 ∈ 𝛥𝑚 be fixed 
marginals, and denote the coupling feasible set by 

 (𝑃 , 𝑌 ) =
{

𝛱 ∈ R𝑛×𝑚
+

|

|

|

𝛱𝟏𝑚 = 𝑃 , 𝛱⊤𝟏𝑛 = 𝑌
}

. (11)

Uniform averaging corresponds to the independent coupling 
𝛱avg = 𝑃𝑌 ⊤, (𝛱avg)𝑖𝑗 = 𝑃𝑖𝑌𝑗 , (12)

which assigns equal weights to all view–text pairs (up to a constant 
factor). Our OT-Attack computes the entropic OT (Sinkhorn) coupling

𝛱𝑒 = argmin
𝛱∈ (𝑃 ,𝑌 )

𝐽𝜆(𝛱), 𝐽𝜆(𝛱) ≜ ⟨𝛱,𝐶⟩ − 𝜆𝐻(𝛱),

𝐻(𝛱) = −
∑

𝑖,𝑗
𝛱𝑖𝑗 log𝛱𝑖𝑗 . (13)

Proof (detailed). Step 1 (Optimality). Since 𝛱avg ∈  (𝑃 , 𝑌 ) is feasible 
and 𝛱𝑒 minimizes 𝐽𝜆(⋅) over  (𝑃 , 𝑌 ), 

𝐽𝜆(𝛱𝑒) ≤ 𝐽𝜆(𝛱avg) ⟺ ⟨𝛱𝑒, 𝐶⟩ − 𝜆𝐻(𝛱𝑒) ≤ ⟨𝛱avg, 𝐶⟩ − 𝜆𝐻(𝛱avg), (14)

which yields 
⟨𝛱𝑒, 𝐶⟩ ≤ ⟨𝛱avg, 𝐶⟩ + 𝜆

(

𝐻(𝛱𝑒) −𝐻(𝛱avg)
)

. (15)

Step 2 (Maximum-entropy of the independent coupling). Among all 
couplings with fixed marginals, the independent coupling 𝛱avg = 𝑃𝑌 ⊤

maximizes entropy: 
𝐻(𝛱) ≤ 𝐻(𝛱avg), ∀𝛱 ∈  (𝑃 , 𝑌 ). (16)

This follows from the identity 𝐻(𝑋, 𝑌 ) = 𝐻(𝑋)+𝐻(𝑌 )−𝐼(𝑋; 𝑌 ), where 
𝐼(𝑋; 𝑌 ) ≥ 0 and 𝐼(𝑋; 𝑌 ) = 0 iff 𝑋 ⟂ 𝑌  (i.e., 𝛱 = 𝑃𝑌 ⊤). Hence 
𝐻(𝛱𝑒) −𝐻(𝛱avg) ≤ 0.

Step 3 (Combine). Plugging the above into (15) gives 
⟨𝛱𝑒, 𝐶⟩ ≤ ⟨𝛱avg, 𝐶⟩, ⇔ ⟨𝛱𝑒, 𝑆⟩ ≥ ⟨𝛱avg, 𝑆⟩, (17)

i.e., OT achieves no worse (and typically better) view–text matching 
than uniform averaging under the same marginals.

(ii) Better matching improves adversarial transferability. Trans-
ferability in a black-box target model depends on how well the per-
turbation direction learned on the surrogate aligns with the target 
gradients. Under uniform averaging, many augmentation-induced mis-
matched view–text pairs contribute to the loss and inject mismatch-
induced noise into the gradient, making it more surrogate-specific and 
11 
reducing cross-model gradient alignment. In contrast, the guarantee 
above shows that OT re-weights the set objective toward more compat-
ible pairs and down-weights mismatches, thereby producing a cleaner, 
more semantically consistent gradient signal that is more likely shared 
across VLP models, which improves transferability. 

5. Limitations

The proposed method still leaves considerable room for exploration. 
For example, the augmentation strategy could be expanded beyond 
the current multi-scale resizing protocol, and more adaptive alignment 
costs could be investigated to further improve robustness. Although 
our method achieves strong transfer attack performance, there is still 
room to improve transferability to more heterogeneous black-box VLP 
models by integrating additional transferability-enhancing strategies 
(e.g., ensemble-based surrogates). In addition, the proposed OT-based 
alignment introduces extra computation compared to simple set averag-
ing; future work could explore more efficient approximations to reduce 
runtime while maintaining transferability.

6. Conclusion

We propose an Optimal Transport-based Adversarial Attack (OT-
Attack) for VLPs to generate adversarial examples, which formulates 
the features of image and text sets as two distinct distributions and 
leverages optimal transport theory to determine the most effective 
mapping between them. By using mutual similarity as the cost matrix, 
OT-Attack derives an optimal mapping that guides the generation of 
adversarial examples, significantly enhancing adversarial transferabil-
ity. Extensive experiments across various network architectures and 
datasets demonstrate that OT-Attack achieves superior transferabil-
ity compared to SOTA attack methods. Notably, OT-Attack excels in 
cross-task attacks like image captioning and visual grounding and can 
compromise commercial models such as GPT-4 and Bing.
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